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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 6.
3
Proposed New Text
[START OF CHANGES]
5.X6
Key Issue #X6 Trust domain and Slice Isolation

5.X6.1
Key issue detail

3GPP TS 33.501[A], defines requirements for slice isolation. However, if one or more slices are implemented on the same common hypervisor, hosts and virtualisation layer resources / management (MANO) then requirements in TS 33.501 may only be met at the 3GPP functional application layer. Unlike slices built using PNFs, the slice isolation would only be virtual in nature and subject to the threats of other key issues described in the present document.

A similar isolation challenges and risks occur for different trust domains within a 3GPP operator network. IMS security was standardised by SA3 in release 5 to exist in a separate security / trust domain from the 3GPP or non-3GPP access networks used to connect to IMS. Using PNFs, CSCF are largely isolated from 4G or 5G core functions, except through a limited number of defined interfaces. Implementing IMS in a fully virtualised network is similar to the problem of virtualised slice isolation.
[END OF CHANGES]
